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Title of Proposal: Trustless socio-technical systems for trustworthy critical computing and organizations
Acronym: TRUSTLESS

Abstract: The breakthrough being targeted by the project is the definition and validation of novel socio-technical
systems paradigms - and related standards, certifications governance model, proof-of-concept and early uptake
ecosystem - that enable any independent service provider to bring about and sustain unprecedented and
self-reinforcing levels of trustworthiness, in critical computing systems, or levels of effectiveness, in critical
organizational systems. Key intuitions are that (a) the trustworthiness of critical computing systems can be reduced
to that of the accountability and competency of the critical organizational processes involved in its entire lifecycle
and operation; and, in turn, that (b) key to assessing and improving the effectiveness of critical organizations is to
rely on the trustworthiness in the computing systems used in its governance and operations, and their reframing in
essence as permanently constituent organizational processes.
The current state-of-the-art high-assurance paradigms epitomized by Trusted Computing would be replaced by the
model of Trustless Computing, in which zero trust is assumed in any actor or feature of an a computing service,
except in self-guaranteeing transparent and accountable organizational processes that underlie its operation, lifecycle
and certification governance, whose quality can be assessed by moderately educated and informed citizens.
For critical computing systems, it will aim at actual and perceived levels that are today not merely beyond current
roadmaps, but overwhelmingly deemed inconceivable or, when rarely deemed conceivable, universally believed to
be uneconomical or irreconcilable with the needs of state security. Most crucially, it aims to validate novel
governance and engineering paradigms that could prove foundational to sufficiently increase the trustworthiness and
accountability of short and medium-term advanced AI systems in critical societal sectors, arguably the primary
shapers of the future of humanity.
Terminology: We mean “trustless” in its primary meaning of “untrusting” and “distrustful”, i.e. lacking the need or
assumption of trust in anything and anyone, as it is the case in democratic election systems or in highest-grade
weapons of mass destruction (WMD) socio-technical safety systems. We refer to all computing devices and systems
as services, as they always need maintenance, upgrade and other services. When referring to “computing service” we
mean an “end-2-end computing service”. The terms “computing” and “IT”, will be used interchangeably for practical
purposes. Same is valid for “IT trustworthiness” and “IT assurance”.
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